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Answer any FIVE Questions
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1. Explain the block cipher modes of operation? [16]

2. (a) List and explain the SET requirements?

(b) Explain the operations of SSL Record Protocol? [8+8]

3. (a) Explain the principles and limitations of a firewall?

(b) Statistical anomaly detection

(c) Application-level gateway. [8+4+4]

4. (a) Explain the buffer overflow attack with an example?

(b) Explain the format string vulnerability? [8+8]

5. (a) Explain the anti-replay mechanism in IPSec?

(b) Explain how Diffie-Hellman protocol is vulnerable to man-in-the-middle at-
tack? How is rectified in Oakley protocol? [8+8]

6. (a) What are three broad categories of application of public key cryptosystems?

(b) i. What requirements must a public key cryptosystem fulfil to be a secure
algorithm?

ii. Describe the approaches of key distribution in public key cryptosystems?
[8+8]

7. (a) List and explain the PGP services?

(b) Draw and explain the transmission and reception of PGP messages? [8+8]

8. (a) Describe the main characteristics of computer virus.

(b) Write short note on intruder? [8+8]
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